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CYBER FORENSICS INVESTIGATION

Course Description

Whenever there is a crime in digital form. We need experts who can find the pieces of evidence to catch those

malicious attackers. The person who extracts those pieces of evidence and traces the real person who was behind

the crime is called a forensics investigator. Students can attend the above-mentioned training and Certification to

make their career in Cyber Forensics Investigation. This is major training which comes under Information Security

and Management Courses.

Cyber Forensics Investigation Course Contents

MODULE 01 :

What is Computer Forensics

MODULE 02 :

Methods by which Computer gets Hacked

MODULE 03

: Computer Forensics Investigation Process

MODULE 04

: Digital Evidence Gathering

MODULE 05 :

Computer Forensics Lab

MODULE 06 :

Setting up Forensics Lab

MODULE 07 :

Understanding Hard Disk

MODULE 08 :

File Systems Analysis :Linux/Window/mac

Toolkit (FTK)

MODULE 09 : Windows File Systems forensics MODULE 10 : Data Acquisition Tools and techniques
MODULE 11 : Data Imaging Techniques and Tools MODULE 12 : Recovery Deleted Files and Folders
MODULE 13 : Deleted Partitions Recovery Technique MODULE 14 : Forensics Investigations Using Forensics

MODULE 15 : Forensics Investigations Using Forensics MODULE 16 : Forensics Investigations Using Encase

Toolkit (Oxygen) Tool

MODULE 17 : Stenography and Image File Forensics MODULE 18 : Application Password Crackers

MODULE 19 : Log Computing and Event Correlation MODULE 20 : Network Forensics Tools : Cellebrite Tool

MODULE 21 : Investigating Tools MODULE 22 : Investigating Network Traffic : Wireshark

MODULE 23 : Investigating Wireless Attacks MODULE 24 : Investigating Web Application Attacks via
Logs

MODULE 25 : Tracking and Investigating Various Email MODULE 26 : Detailed Investiave Report

Crimes

What we try to give

We try to give you real industry standards with best possible quality to all our customers and clients. We focus on
various sections of Society and running a national level campaign to literate Students from all parts of company who
can’t Afford “Basic IT Computer Training”. We wish we could teach as many students from all over the world and
make it a beautiful place to work. We work on minimum gross margins to strength the Indian It infrastructure.

Contact Us

CRAW SECURITY (SAKET)

CRAW SECURITY (LAXMI NAGAR)

1st Floor, Plot no. 4, Lane no. 2, Kehar Singh Estate,
Westend Marg, Behind Saket Metro Station,
New Delhi—110030
Call us 011-40394315 | +91-9643638668
+91-9643648668

E-61, 3rd floor, Near Hira Sweets, Laxmi Nagar,
New Delhi— 110092
Landmark : Metro pillar no 46
Call us 011-41582407 | +91-7428106667
+91-7428116667

Mail us: training@craw.in
Visit at: www.crawsecurity.com | www.craw.in




